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Entangled states
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There is no equivalent model in which photons had fixed
polarization states before our measurements (Bell inequalities)



Secure key thanks to entanglement
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If A and B make sure that their state is of the form

64)ap = T (l+43) + 11)

then
D) aBE = |0+)AB R |P)E

E has no information on their measurement results
0) :== [«>) 1) = 1])

A and B share one secret bit



Noisy entanglement
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Correlations are no longer secure
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Entanglement distillation

Usually we deal we noisy entangled states
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Entanglement distillation
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Distillable entanglement Ep =limy_ oo (%)
Secure key length K > Ep

D. Deutsch et al. PRL 77, 2318 (1996)



K > Ep?

Key distillation # Entanglement distillation

e.g. There exist bound entangled states (E,=0) with K>0

K. Horodecki, M. Horodecki, P. Horodecki, J. Oppenheim PRL 94, 160502 (2005)




4 qubit state with K=E,

PABA'B’

61) = 13(100) % [11))

pasas = & (16+)(64] ®100)(00] + [¢-) (6—| @ [11)(11])
Local measurement on A’, B’ distinguishes between two entagled states in Aand B

T e bp =1

1
PABA'B' = 7

|

=

LJ e @ L
1 - . . 1 - -

Security/ ‘\Correlations K — 1



4 qubit state with K> E,

PABA'B’

papap = 1 ([64)(9+] ® Py + |9 ){(d-| ® [-)(¥-|)

|p+) = %(IOO) + |11)) [Y+) = %UOU +110)) Py = [o) (4| + (o) (o] + [ty ) (4]

No local measurement distinguishing between Py and |¢_){1_|

Ep <1 Ep <log, Tr|p'B5"| ~ 0.585



4 qubit state with K> E,
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Experimental setup

(more in the next talk by K. Dobek...)
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State reconstruction

3 x 3 x 3 x 3 = 81 different measurement basis 0; & 0; K 0 & 07

In each basis 16 different coincidence patterns
~5.10° events grouped in 81 x 16 =1296 types
npm (b=1...81,m=1...16) N=5, mnp,=>5-10"

Hb,m l Pbm — Tr(pr,m)

p::5p
K+0K > FEp +0Ep

Total uncertainty = state preparation uncertainty + mesurement
implementation uncertainty + reconstruction uncertainty




Max likelihood with positive semi-

definiteness condition
p=T'T T — Y tr k=1...d°
p(i|p) = Tr(1L;p) n; - number of events

L =], p(p)™ - likelihood function

maxr log L(TTT) Ei_jl — (at?;j E)

Pros: - positive semi-definiteness guaranteed

Cons: -unpractical for large number of qubits (>6)
- uncertainty may be underestimated for small samples
- for small samples tendency to return purer states

K. Banaszek, G. M. D’Ariano, M. Paris, M. Sacchi , PRA 61, 010304 (1999)



Bayesian approach

p(p) - apriori distribution  p(i|p) = Tr(1L;p)

p(p|{i1, v 77:N}) X p({ila s ,iN}|P)p(P)

p=Jdp pp(pl{i1,...,in})

Pros: - clear statistical interpretation

- uncertainty of reconstruction appearing naturally
- no need for numerical optimization

Cons: -difficult numerically due to the need for normalization of
aposteriori sitribution

- choice of the apriori distribution



Bayesian approach + gaussian
approximation
p=>, Tkoy o - hermitian basis k=1...d°
a priori distribution P(&) x exp |—3(Z — Zo)" X~ 1(Z — )]

p= AZ Mtn(N, p)
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K. Audenaert, S. Scheel, New J. Phys. 11, 023028 (2009)



p= Ax Mtn(N, p)
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Gaussian approximation

p(&|7) o< exp [—5 (AT — (§))TEP)THAZ — (§))] exp [—5(Z — To) TS (@ — 70)]

A posteriori mean and covariance matrix

Nl = ATy -lg 4 vl @ = AN ) - SN (E — A7H(p))

Pros: - easily obtained uncertainties of reconstruction
- much faster than Max-Likelihood(20s instead of 30min)

Cons: - no guarantee for positive semi-defniniteness
- choice of a priori distribution



What about positivity?

We need positivity, otherwise we cannot calculate E; nor K

ayes ’ 2 0
ptrunc(p) :{ gB Yy (p) P

Slice sampling (in d*2 dimensions)

Check whether PML is within the e.g. 95% confidence interval



What about positivity?

We need positivity, otherwise we cannot calculate E; nor K

ayes ) > 0
ptrunc(p) — { PBay (P) p

0
p=>0 . o . .
Slice sampling (in d*2 dimensions)
PBayes We get a representative sample of
. p+
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Check whether PML is within the e.g. 95% confidence interval)




‘Recnostruction

0.9724(7)

F =

0.05



a ol
0.15, =
SOy | o
0.1 ' <> __.- ,\<>
3 2 N
0.05. sl
: "">‘<
X g 3 >3 =K 5¢
0000) eSS i fi= ol
17600) a5 | 51 | B
v
) 11117) 16600)
0125 mm T mmo
A =
o1l il WE
_oorspltiii-
= oosili MM
ooxsfll I
0 . II'I'II'Il'II‘I‘II‘IiﬂI‘II‘II'l'II‘II‘II‘IIi‘I
|0000) |7000)

“Reconstruction

F = 0.9724(7)

EP»S < 0.581(4)
KBayes — 0690(7)

EMY <0.578(4) KML = 0.704(7)



Summary

We have extracted secure cryptographic key from noisy entangled
states with low distillable entanglement
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