Security of practical quantum

cryptography with heralded single

photon sources

M. Lasota', R. Demkowicz-Dobrzanski’, K. Banaszek

IFaculty of Physics, Astronomy and Applied Informatics, Nicolaus Copernicus University, ul. Grudzigdzka 5, 87-100 Torun,

Poland

Faculty of Physics, University of Warsaw, ul. Hoza 69, 00-681, Warsaw, Poland

I

Although in theory quantum cryptography proto-
cols can be proven to be totally safe, in practice
their maximal distance of security and key gener-
ation rate (K) are limited due to several imperfec-
tions of a realistic setup [1]. While using a her-
alded single photon source (HSPS) (e.g. SPDC
process) with additional binary on/off detector as
the source of single photons for quantum key dis-
tribution (QKD) can increase the maximal distance
of security in comparison with the case of using a
laser emitting weak coherent pulses (WCP), over
short distances it is still better to use WCP which
gives higher K. Here we show that over interme-
diate distances between Alice and Bob, the best
option is to use HSPS with multiplexing detection
system, which gives higher key rate than HSPS
with binary on/off detector and longer distance of
QKD security than WCP.
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General formula for key generation rate:

@
K = PsiftPexp [[AB — ylz(éll) (; - (1 - y) ]1(42127

psift - Probability of accepting a bit in the process
of sifting

Pexp - 10tal expected probability of a detection event
I 45 - mutual information between Alice and Bob
]ﬁ@ - Eve’s information on Alice’s key from single
photon (n = 1) and multiphoton (n = 2) events

y - fraction of single photon events among all the
events registered by Bob

@) - QBER in Bob’s version of the key
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Figure 1: K(Q,y)/pe., plotted for BB84 [2] proto-
col. The red line depicts the right hand side of the

inequality (1) for Q" = 0.11 and ¢ = 1.25.

Approximate condition for the positivity of K:

Q<Q"1-¢(1-y) (1)

SEVENTH FRAMEWORK
PROGRAMME

Q™" - threshold QBER for an ideal single photon
source

¢ - factor describing the influence of source’s im-
perfection (it can be calculated numerically)
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Minimal transmission of the channel required
for QKD security:
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T54L - minimal transmission required for QKD se-
curity in the case of ideal single photon source

q; - probability for one click in Alice’s detection sys-
tem when there were created ¢ pairs of photons in

SPDC process

Key generation rate in high transmission limit:
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Relation between minimal transmission of the
channel and the maximal distance of security:

—(aLmax+p)
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ng - detection efficiency of Bob’s detectors
«, 3 - constants describing losses of light inside a
fiber (in dB/km and dB respectively)
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Figure 2: An example of multiplexing arrangement
for detection of photons.

d 4 - probability of a dark count in a detector
na - detection efficiency of a detector
nc - transmission through an individual coupler

In general case of 2"V detectors and 2" — 1 cou-
plers:
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Conclusions:
* (qoq2)/q7 is typically much lower than 1. Thus
T,.:n 1S much lower for HSPS than for WCP QKD.
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e (qoq2)/q¢ is the lowest for N = 0. Thus multi-
plexing detection scheme cannot help in terms of
maximal distance of security.
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Conclusions:

e For N = 0: always K75 < KWCF,

eFor N > 0: it can be KZ°P5 >~ KWCP for suffi-
ciently good setup (nany > 2) for N — o).

I

77/11:0-6 ) 7]C=O.98 , dA:10_6, d8=10_5

~~~~~ —— HSPS, N=3
I N e HSPS , N=0
S - WCP

‘~
)
)
-~
]
S
oy
)
)
-y
*"h.
S

\“‘
~

~12 '
107! 1072 1072 1074

Figure 3: Dependency of key generation rate on
the transmission of the channel connecting Alice
and Bob calculated numerically for some realistic
values of important parameters of the setup (writ-
ten above the figure) for BB84 protocol WCP and
HSPS QKD with single binary on/off detector and
multiplexing detection system with 8 detectors (for
the chosen values of n4 and no maximal value of
K on intermediate distances can be obtained for
N = 3 —nearly 40% larger than for N = 0).

Main conclusion:
For intermediate distance QKD it is best to use
HSPS scheme with multiplexing.
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