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b. Star-Trec, czyli teleportujcie mnie!
i. Co wlasciwie teleportujemy
ii. lle kosztuje ubezpieczenie

c. Kryptografia kwantowa
i. Czy sa szyfry nie do ztamania
i. Klucze duze i mate
iii. Alice i Bob w $wiecie kwantéw
iv. Ewa chce postuchaé
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Ghservation of entanglement
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and a single photon
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IBM CREW Six researchers--Richard
Jozsa, William K. Woolters, Charles H.

Bennett (back row, left to right) Gilles
Brassard, Claude Crepeau and Asher
d

Peres (front row)--proposed quantum

7 teleportation in 1993.
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Teleporting an Unknown Quantum State via Dual Classical and
Einstein-Podolsky-Rosen Channels

Charles H. Bennett,() Gilles Brassard,® Claude Crépeau,®(*)
Richard Jozsa,® Asher Peres,® and William K. Wootters(®)
W IBM Research Division, T.J. Watson Research Center, Yorktown Heights, New York 10598
@ Département IRO, Université de Montréal, C.P. 6128, Succursale “A”, Montréal, Québec, Canada H3C 3J7
®) Laboratoire d’Informatique de I’Ecole Normale Supérieure, 45 rue d’Ulm, 75230 Paris CEDEX 05, France®
@ Department of Physics, Technion-Israel Institute of Technology, 32000 Haifa, Israel
® Department of Physics, Williems College, Williamstoun, Massachusetts 01267
(Received 2 December 1992)

An unknown quantum state |¢) can be disassembled into, then later reconstructed from, purely
classical i ion and purely lassical Einstein-Podolsky-Rosen (EPR) correlations. To do
50 the sender, “Alice,” and the receiver, “Bob,” must prearrange the sharing of an EPR-correlated
pair of particles. Alice makes a joint measurement on her EPR particle and the unknown quantum
system, and sends Bob the classical result of this measurement. Knowing this, Bob can convert the
state of his EPR particle into an exact replica of the unknown state |¢) which Alice destroyed.
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Przekazywana jest stan obiektu, a nie sam obiekt fizyczny.
Obiekt nie jest skopiowany (por. zasada Heisenberga, zakaz klonowania)

Informacja nie porusza sie szybciej niz $wiatto.
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Anton Zeilinger
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Teleportacja stanéw fotonowych
Nature, 390, 575 (1997)

Experimental quantum
teleportation

Dik Bouwmeester, Jian-Wei Pan, Klaus Mattle, Manfred Eibl, Harald Weinfurter & Anton Zeilinger

Tt fir Experinenalphysi, Universisde Lnsbruck, Technikersr. 25, A-6020 hnsbeock, Austria

Quantum telep: the and over arbitrary di of the state of a quantum

P » aninitial
be transterred and one of a pair of photons are toa such that the secend N‘Mnnw
the entangled pair acquires the polarization of the initial photon, This latter photon can be arhkm-ily far away from the|
inftial one. Quantum teleportation will be a critical ingredient for quantum computation

Anton Zeilinger

institute of Experimental Physics, University of Vienna,

Teleportacja stanow fotonowych
Nature, 390, 575 (1997)
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Deterministic quantum teleportation
with atoms

M. Riebe', H. Haffner', C. F. Roos', W. Hansel', J. Benhelm',
G. P. T. Lancaster', T. W. Kérber', C. Becher', F. Schmidt-Kaler',
D. F. V. James’ & R. Blatt'~

Unstitut fiir Experimentalphysik, Universitit Innsbruck, Techmikerstrafie 25,
A-6020 Innsbruck, Austria

*Theoretical Division T-4, Los Alamos National Laboratory, Los Alamos

NM 87545, USA

nstitut fiir Quantenoptik und Quanteninformation, Osterreichische Akademie
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Teleportacja stanéw kwantowych jonéw 4°Ca*
w putapce jonowej

Nature, 429, 734 (2004)

Reiner Blatt

Institute of Experimental Physics, University of Insbruck,
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Table 1 Pulse sequence of the teleportation protocol.

Adtion Comment
Light at 397 nm Doppler preparation
Light at 729nm Sideband cooling

Light at 397 nm
Ri(/2,30/2)
RS(m,3x/2)

7 (x,x/2)
Waitfor 1 s~ 10,000 ps
Al(x,0)

7 ()

into Bel basis
Ri(x.37/2)

1 RE(x/V2.5/2)

2 RT(x.0)

3 RE(xNZx/2)

1 R(x,0)

18 Ri(m.x/2)

nfor 250 45
24 RY(x,0)

» Wait 3005

29 Rix.m)

20 Ri(x/2.3%/2+ 6)
Reconstnuction

a1 S(r.6)
2 (x,7/2+8)
a3 K (.0)

3 Ry +r+4)
a5 Light at 307 nm

Optical pumping

Entangle ion 3 with motional qubit
Prepare ion 2 for entanglement
Entangle ion 2 with ion 3

Standby for teleportation

Hide targetion

Prepare source fon 1 in state x

Get motional qubit from ion 2

Composte pulse for phasegate
Composite pulse for phasegate
Compose pulse for phasegate
Composte pulse for phasegate

Spin echo onion 1
Unhid ion 3 for spin echo
Spinechoonion 3

Hide lon 3 again

Wite motional qubit back toion 2
Part of otation into Bell basis
Finaiize rotation into Ball basis

Hide lon 2
Read out of ion 1 with photomulplier
Hide on 1

Unhide ion2

Read out of ion 2 with photomuliplier
Hide ion 2

Let system rephase; part of spin echo
Unhide ion 38

Change basis

o
o }, —ioz condiioned on PM detection 1
s, conditioned on PM detection 2

Inverse of preparation of x with offset &

Read out of ion 3 with camera

David Wineland

Deterministic quantum teleportation
of atomic qubits

M. D. Barrett'*, J. Chiaverini', T. Schaetz', J. Britton', W. M. tano’,
J.D. Jost', E. Knill%, C. Langer’, D. Leibfried’, R. Ozeri' & D. J. Wineland'

"Time and Frequency Division, NIST, Boulder, Colorado 80305, USA
*Mathematical and Computational Sciences Division, NIST, Boulder, Colorado
80305, USA

*Present address: Department of Physics, University of Otago, PO Box 56, Dunedin, New Zealand

National Institute of Standards and Technology Teleponacja stanow kwantowych jonc’)w gBe+

w putapce jonowe;j
Nature, 429, 737 (2004)

Maszyna do teleportacji
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“linear” Paul (RF) trap
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[ 2= a1sel[7 18] Electodes
123

. Preparation

oo Spin echo

b . 2, Basis transformation

Spin echo

This colorized image shows the fluorescence
from three trapped beryllium ions illuminated with
Spin echo an ultraviolet laser beam. Credit: NIST

. . 3. Measurement 1

. . 4. Measurement 2

.. . ‘Spin echo

. . 5. Conditional operations

FiGuie 1 Schematic representation of the teleportation protocol. The ions are numbered
lefjg] right, as indicated at the top, and retain their order throughout. Positions, relative
tq't)#8 electrodes, are shown at each step in the protocol. The widihs of the electrodes
/ary, with the width of the separation electrode (6) being the smallest at 100 m. The
pating between ions in the same frap is about 3m, and laser-beam spot sizes (in
ray5 and 6) at the position of the ions are approximately 30 um. Instep 1 we prepare
Jiheiuter ions in an entangled (singlef) state and the middle ion in an arbitrary state
(eqliion (1)). Steps 2—4 constitute ameasurement in a Bell-basis for ions 1and 2 (Alice’s
qubis), teleporting the state of ion 2 onto ion 3 (Bob's qubit), up to unitary operations
Jihat depend on the measurement outcomes. In step 5 we invoke these conditional
operations, recovering the initial state. Interspersed are spin-echo pulses appliedin trap 6
that protect the state from de-phasing due to fluctuating magnetic fields but do not affect
jihe teleportation protocol.
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Rupert Ursin, Thomas Jennewein, Markus Aspelmeyer, Rainer Kaltenbaek, Michael Lindenthal, Philip Walther
and Anton Zeilinger Nature 430, 849 (19 August 2004)

055

800 m

Trigger_ 4@A%

The quantum channel (fibre F) rests in a sewage-pipe tunnel below the river in Vienna, while the
classical microwave channel passes above it. A pulsed laser (wavelength, 394 nm; rate, 76 MHz) is
used to pump a -barium borate (BBO) crystal that generates the entangled photon pair ¢ and d and
photons a and b (wavelength, 788 nm) by spontaneous parametric down-conversion. The state of
photon b after passage through polarizer P is the teleportation input; a serves as the trigger. Photons b
and c are guided into a single-mode optical-fibre beam splitter (BS) connected to polarizing beam
splitters (PBS) for Bell-state measurement. Polarization rotation in the fibres is corrected by polarization
controllers (PC) before each run of measurements. The logic electronics identify the Bell state as either
|#->,, or |¥*>,_ and convey the result through the microwave channel (RF unit) to Bob's electro-optic
modulator (EOM) to transform photon d into the input state of photon b.




Quantum Teleporation: The Math

Three qubit joint state of Alice, Bob, and "Victor” who prepared |y):
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A measurement by Alice in Bell-basis leaves Bob's qubit in one of four states:

{w)ar 2v)sr Xlw)yo YW, }

Alice uses the classical channel to tell Bob which Bell state she found.
Bob can then put his qubit in the unknown state, through application of a Pauli.
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Experimental Nonlecality Proof of Quantum Teleportation and

nglement Swapping

Thomis Jennewein, G
Institut filr Experimentalphysik. Uni
(Received 15 August

Weihs, Jin-Wei

FIG. 1. Entanglement smapping version of quastum (eleporta-
tion. Two cotangled pairs of photons D~ and 2-3 are produced
in the sources | and IL sespestively. One photon from cack

is sent to Alice who subjects them to a Bell state measurement
projecting them randomly into one of four possible cntangled  FIG, 2. Setup of the sxperiment. The two entangled pho-
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1.4 Proste szyfry
BCDEFGHI JKLMNOPRS T UVWXYZ

EFGHIJKLMNOPRSTUVWXY Z ABC

szyfr podstawieniowy monoalfabetyczny
kryptogram—NUBTWS JUDILD

tekst jawny—KRYP TOGRAFIA

Szyfr Cezara

A
D

/seuel~/|d npa-nwe psAyd-guoz//:dpy.

Kryptografia Kwantowa

Szyfr Vernama (one-

time pad)

Y
— 01010011 0101101001011001 01000110 01010010
—0111001001010101 11011100 10110011 00101011

klucz
kryptogram — 00100001 00001111 10000101 11110101 01111001

tekst jawny ——
binarnie

/seue)~/|d npa nwe’psAyd-guoz//:diy.

e Wspotczesne metody kryptograficzne sprowadzaja

sie do obliczen w systemie binarnym, czyli operacji

na bitach.

Kryptografia Kwantowa
* http://zon8.physd.amu.edu.pl/~tanas/ €

Kryptografia Kwantowa

Szyfr Vigenére'a

N4OUQWUOI~ X J3Z00C0FI>3 X >
SNCBUAWLUI~ ¥ 153Z00ank-2>3IxX
K>NAOUOQWLOI~ X I53Z00CNFD>32
SX>NCOUOWLUI =X I3Z200C0k2>
>EX>NCOVAWLYI="XJd3Zz00 0D
OS> EXFNLAOUOWLYT~ ¥ 13200 runi
FO>EX>rNCOVAWLUI—~-YX J5Z00kwn
WED>EIX>FNLCOUOAWLOY I~ Y 13200 &
EVFD>IX>NLCOUOWLUTI~2XJd3200
LEVFI>IX>NAOUVOWULYI—~=XJ1320
CLEVFI>ZX>NAOUDWULYT =Y JI3Z
ZOQENFOI>EIX>rNAOUAWLYI—-"X I35
SZ0LENF D> IX>NCODUAWLYUI ~X¥
AEZ00ENFO>EX>NCOVOWLYI =X
¥IZZO0LEWFI>EIXFNLCOUOWLOI ="
SY¥ JSZ0AKNFISZX>NCOUVAWLLYT ~
oY I3 Z0L D> I X>NCOUAWL T
HIJKLMNOPRSTUVWKVZABCDEFG
OIm-XJ3200CnFD>3X>NIOVAWL
LOT—~ Y d5Z00wF2>2xX>NI<nUOwW
WLUI~=XYJZ3Z00EnkI3>3X>Nanui
OWLOI~¥153Z000wF2>2X>NamU
UOWULWI~-¥ J3Z200k0nkF2>3X>Nam
BUOAWLOI =Y JZZ200 0N3> XN
COUOWULUI="XYXJd3Z00nkI>2X>N

/seue)~/|d" npa nwe’psAyd-guoz//:diy.

klucz —SZYMPANSSZYM
tekst —KRY PTOGRAFIA
krypt. —CPWC I OQUISEGM
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Kryptografia i kryptoanaliza

J erzy Marian Henryk
Rozycki Rejewski Zygalski

Enigma 1918/1923

images from http://www.armyradio.com/publish/Articles/The_Enigma_Code Breach/

Jacek.Szczytko@fuw.edu.pl

Szyfry nie do ztamania

Klucze jednorazowe — nie do ztamania!
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Kryptografia klucza publicznego
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Kryptografia klucza publicznego

&

*Bezpieczenstwo systemu kryptograficznego z kluczem publicznym jest oparte na
istnieniu funkcji jednostronnych, dla ktérych znalezienie wartosci samej funkcji jest
tatwe zas znalezienie argumentu funkcji kiedy znamy jej wartosc jest obliczeniowo
trudne (jak trudne to zalezy od aktualnego stanu wiedzy i rozwoju techniki)

*Najbardziej znany kryptosystem z kluczem publicznym, RSA, opiera sie na
trudnosci z rozktadem liczby na czynniki (faktoryzacja)

*Systemy takie nie gwarantuja petnego bezpieczenstwa. Nie mozna wykluczyc, ze
kto$ znajdzie efektywny algorytm faktoryzacji liczb.

W istocie taki algorytm juz istnieje. Jest to algorytm Shora! Wymaga on jednak
komputera kwantowego!.

Kryptografia klucza publicznego

e

http://zon8.physd.amu.edu.pl/~tanas/

W 1994 r. RSA 129 zostat ztamany na 1600
stacjach roboczych w ciagu 8 miesiecy

Eve

http://zon8.physd.amu.edu.pl/~tanas/

Kryptografia kwantowa

Wielokrotna i bezpieczna procedura
uzgadniania klucza jednorazowego

http://wug.physics.uiuc.edu/courses/phys214/fall04/

Wielokrotna i bezpieczna procedura
uzgadniania klucza jednorazowego

Charles Bennett Gilles Brassard

GUANTUM CRYPTOGRAPHY: PUBLIC KEY DISTRIZUTION AND COTH T0S5:uC

Tharles W. Bemnett (18N Resoarch, Yorktown Heights MY 10598 Usa)
Gilles Mrassard (Sept. IR0, Univ, de hantreal. H3C 317 Canata

Intermacionsl Corference on Computers, Systems & Sigrel Frocessing  Bensalore, India Decermoer 10412 1082
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yital infsematicn, ing two o three messages in such a way that rescirg
rane te n - one SENTEOYS the others. Mere recently |33aK),

5. & commnications o on
“nich it s impowsible in principle to eavesdrop
withoat & high probanility of SLSTuroieg the trans-
mission in sach & way as te be detected.  Such a
quantis channel can Be used dn conjunction with or-
dinary insecire classieal channels to diskribute
rancom Kay sntoreation botwess two users with b
a3surance URR If Yemains unknoen to myons eles,
€¥EN when the users share Bo secrat

tlally. We also present & protos the 1
by enchance of guantum messages, which is s PATTLEA Gan still & it the
ISTrLDUTE Key mecarwly if the
smeinae ericitioml hinds of g share some sacrat inforeatien initially, provided
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Kryptografia kwantowa

*’“"“'"5 Protokét BB84 (Bennett, Brassard, 1984)

Eve

Rectilinear
polarization \*

mode

Detection filter
Diagonal i
poton j 3

de

Established bit value |

Polarization filter

$4§ 'Wk o @

Unpolarized |

Laser

Detection
filter

Alice's bit sequence; 0 0 1 0 1 0 1 1 1
Alice's filter scheme: Vi N\ I N/ N N —
' g L e 3 . L L
Bob's detection scheme: r{, == el 4 ll'_‘ =F r::,,
Bob's hit measurements: 1 0 1 o 1 0 0 1 1
Retained bit sequence (key): — 0 = 0 1 — = 1 1

Bolek publicznie informuje Alicje jakiej bazy uzywat, za$ Alicja informuje go czy byta to baza wiasciwa czy nie.

Scientific American, January 2005

Kryptografia kwantowa

Uwagi:

Poréwnujac bity wystane przez Alicjg z bitami zarejestrowanymi przez Bolka mozemy
nodzieli¢ bity zarejestrowane przez Bolka na trzy kategorie:

= bity pewne ($rednio 50 %) — te dla ktérych Bolek wybrat prawidtowa baze i ktére
rnoga by¢ traktowane jako klucz kryptograficzny;

= bity prawidtowe pomimo ztego wyboru bazy ($rednio 25 %);

* bity nieprawidtowe (srednio 25 %).

Zatem prawdopodobienstwo tego, ze zarejestrowany bit bedzie prawidtowy (taki sam
iak bit wystany) jest réwne 3/4
=Prawdopodobienstwo zarejestrowania bitu nieprawidtowego wynosi wiec 1/4

Phutnn s

Rectilinear
polarization '— e=‘:>

Diagonal <
plrzaton ﬁ ‘
Frode

Established bit value

Kryptografia kwantowa

Uwagi:

dJesli Ewa podstuchuje stosujac strategie tzw. nieprzezroczystego podstuchu, to
wybiera losowo baze prostg lub uko$ng, dokonuje pomiaru polaryzaciji w tej bazie i
nastepnie przesyta do Bolka foton o takiej polaryzacji jakg zmierzyta.

* Dokonywane przez Ewe pomiary musza wprowadzi¢ btedy, ktére Alicja i Bolek
moga wykry¢ przy uzgadnianiu klucza.

Takie btedy Alicja i Bolek moga wykry¢ wybierajac losowo pewna liczbe bitéw klucza i
poréwnujac publicznym kanatem ich warto$ci. Te bity oczywiscie nastepnie sie
wyrzuca.

+Jesli liczba btedéw przekracza zatozony poziom to uznaje sie, ze kanat byt
podstuchiwany i procedure uzgadniania klucza rozpoczyna sie od nowa.

“«Mechanika kwantowa nie dopuszcza mozliwosci pasywnego podstuchu.
Bezpieczenstwo kwantowego systemu kryptograficznego gwarantowane jest
przez prawa fizyki!

Alice's bit sequence: o 0 1 o 1 ] 1 1 1
Alice’s filter scheme ? | N | N 7/ N N -

' N L oL Ly . L -
Bob's detection scheme: == o= =k =+ X == == ¥ =
Bob's bit measurements: 1 0 1 o 1 o o 1 1
Retained bit sequence (key): — 0 s o 1 — — 1 1

Produkty
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Quantum Cryptography Based on Bell’s Theorem
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Practical application of the generalized Bell’s theorem in the so-called key distribution process in cryp-
tography is reported. The proposed scheme is based on the Bohm’s version of the Einstein-Podolsky-
Rosen gedanken experiment and Bell’s theorem is used to test for eavesdropping.
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‘After the transmission has taken place, Alice and Bob
ean announce in public the orientations of the analyzers
they have chosen for each particular measurement and
divide the measurements into two separate groups: a first
group for which they used different orientation of
analyzers, and a second group for which they used the
same orientation of their analyzers. They discard all
mgasurements in which either or both of them failed to
register a particle at all. Subsequently, Alice and Bob
can reveal publicly the results they obtained but within
i%e first group of measurements only. This allows them
to establish the value of .S, which, if the particles were not
directly or indirectly “disturbed,” should reproduce the
tesult of Eq. (4). This assures the legitimate users that
th results they obtained within the second group of mea-
surements are anticorrelated and can be converted into a s _fp(nm"b Ydngdn,[v2n, mp] , 6)
secret string of bits—the key. This secret key may be
tien used in a conventional cryptographic communica-  which implies
#on between Alice and Bob.

The eavesdropper cannot elicit any information from
the particles while in transit from the source to the legiti-
mate users, simply because there is no information encod-
ed there. The information “comes into being” only after
the legitimate users perform measurements and commun-
icate in public afterwards. The eavesdropper may try to
substitute his own prepared data for Alice and Bob to
misguide them, but as he does not know which orientation
of the analyzers will be chosen for a given pair of parti-
cles, there is no good strategy to escape from being
detected.

-V2=5=V2, (@)
§=E(a;,b)—E(a;,by)+E (b)) +E(sbs) . 3)
Again, quantum mechanics requires

5=-2V2. @
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Optimal eavesdropping in quantum cryptography. 1. Information bound and optimal strategy
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We take the framework for our problem directly from !
quantum cryptography. In order to take advantage of Alice’s
delayed information on the basis that was used. Eve’s opti-
mal strategy is the following: she lets a probe. initially in
some standard state |i). interact unitarily with the qubit
sent by Alice. (There is no loss of generality in this. because
any physical nonunitary interaction is equivalent to a unitary
one with a higher dimensional probe.) Eve’s probe is then
stored until Alice announces the basis that was used. and
only after that is it measured by Eve.

In a convenient notation. if Alice sends state |x). the re-
sult may be written as

)@ o) — 1) o))

where | X) is an entangled state of the probe and the photon
that Alice sent to Bob. Likewise. for the other signals that
Alice may send. the results of Eve’s intervention are en- 02 D
tangled states. |I). |U). and |V). Since the interaction is —  weeeeeen intercept-resend strategy [4]

unitary. it follows from

~ optimum without waiting for basis 5]
improved 2-dimensional probe [7]

— optimal eavesdropping: Eq. (65)

I, Eq. (74)

FIG. 2. Informatien vs disturbance for various eavesdropping
methods
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